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One Page Summary  

Our Information Systems Continuous Monitoring (ISCM) is an integrated big-data capability that 

provides situational awareness down to the asset level as well as cyber security risk prioritization and 

categorization for multiple enclaves, as each asset object is a fusion of data gathered from reports 

generated via the endpoint security, vulnerability assessments and intrusion detection system data 

flows. These data sources were chosen because they are ubiquitous across the department, but they 

could be easily swapped with other data sources if the attributes of interest were available for 

extraction. 

 

Our ISCM big-data capability supports our overarching goal in efforts to conduct research and 

development to deploy an operational framework that will: 

 

•       Enhance cyber situational awareness – The ability to ingest, aggregate, correlate and enrich cyber 

data from a variety of sources and provide an interface or dashboard view that enables commanders 

and missions owners to make higher confidence decisions and prioritize cyber security risks and 

responses. 

•       Support continuous monitoring – The ability to transform the historically static security control 

assessment and authorization process into an integral part of a dynamic enterprise-wide risk 

management process.  Providing the Army with an ongoing, near real-time, cyber defense awareness 

and asset assessment capability. 

•       Enable technical transfer – The ability to be packaged and transitioned to other organizations with 

a similar cyber security mission and data sets.  In particular, it is important that ISCM be transferable 

with minimal software refactoring and systems reengineering. 

•       Provide a scalable architecture – The ability to scale quickly be augmented with minimal impact to 

uptime and support the storage and processing of large data sets at the TB/PB scale. 

•       Enable low latency queries – The ability to provide rapid responses to simple and compound 

queries from both end users and statistic/analytic processes (query focused) 

 






